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‘Eduroam’” Configuration guide for Windows 7

1. Right click on WiFi icon in right down corner of your task bar.

2. Click on “Open Network and Sharing”

Troubleshoot problems

Upen Metwork and Sharing Center
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3. Click on “Manage Wireless Networks”

ric and Sharing Center
—

Control P 1 H " i - - -
Stiaciet Kol dten i View your basic network information and set up connections

M " networks h P @ See full map

IT-PC Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network
You are currently not d to any &
Change your networking settings
‘5. Set up a new connection or network
© Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
"5. Connect to a network
C or to a wireless, wired, dial-up, or VPN network connection.
* Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
E__. 1 Troubleshoot problems
" Diagnose and repair network probl or get blesh ing inf
See also
HomeGroup
Internet Options
Windows Firewall

4. Click on “Add”

«ifl » Control Panel » Network and Internet » Manage Wireless Networks | 43 [ Seorch Manoge Wireless Networks O |

Manage wireless networks that use (Wireless Network Connection)

Windows tries to ¢ <t to these networks in the order listed below.

wireless network lify, and reorder (1) i




5. Choose “Manually Create a network profile”

O Mmmlycommtoawwdusm

How do you want to add a network?

‘. Manually create a network profile
This creates a new network profile or locates an existing network and saves a profile

for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

oo Createan ad hoc network
X This creates a temporary network for shanng files or an Internet connection

6. On network name write “eduroam”

N B S . [y
il
@ 2! Manually connect to a wireless network
Enter information for the wireless network you want to add
Metwork name: |
|
i ecurity type: [{Chmse an option] - ]
Encryption type: | - |
Security Key: | | [ Hide characters
[] Start this connection automatically
[[] Connect even if the netwark is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.
I M et I [ Cancel




Enter information for the wireless network you want to add

I\Aetwurk name: edurcam

I Security type: [i’Chacsg an option] [ - ]
Encryption type: | -~ |
Security Key: | | Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

In Security type field select “WPA2-Enterprise”

Enter information for the wireless network you want to add

WPA-Enterprise
[ Start this connection at1802.1x

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at nisk.

([ Net ][ cance |




Enter information for the wireless network you want to add

Network name: eduroam

Security type: (WPA2-Enterprise

Encryption type: [AES

Security Key: Hide characters

[¥] Start this connection automatically
[7] Connect even if the network is not broadcasting
Waming: If you select this option, your computer’s privacy might be at risk.

8. Encryption Type select “AES”

Enter information for the wireless network you want to add

Network name: eduroam

Security type: \WPA2-Enterprise .

o ﬁ
Security Key: Hide characters

[¥] Start this connection automatically
[7] Connect even if the network is not broadcasting
Wamning: if you select this option, your computer’s privacy might be at nsk.

[ Net ][ Concel |




9. Leave Security Key “Blank” and click on “Next”

Enter information for the wireless network you want to add

Network name: eduroam

Security type: WPA2-Enterprise -

Encryption type: (AES -

Security Key: Hide characters

[¥] Start this connection sutomatically
[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.




11. Select “Security” tab on top on new window

Choose a 't

[ iz Protected EAP PEAP) v][ Setngs |
[¥] Remember my credentals for this connection each
tene I'm logped on

[ ex Ilcms_s

12. Here Click on “Setting” in front of Network Authentication Method:
Microsoft: Protected EAP (PEAP)

[ Comection | Secrty |

Security type: \WPA2Enterprise -
Encrypton type: | AES v




13. Uncheck ‘Validate server certificate’

Trusted Root Certfication Authoribes:

[7] AAA Certficate Services

7] AC Rz Certchmars S.A.

[7] AC Raiz Certichmara S.A.

[7] AC RAIZ DMIE

[7] AC RAIZ FNMTRCM

[7] AC RAIZ MTRCM

[7] AC RAIZ FINMT-RCM SERVIDORES SEGUROS
<[ m ] »

[ Do not prompt user to suthorine new servers or brusted
certfication authorites.

Select Authentication Method:
[ Secured password (EAP-MSOHAP v2) v [ configre... |
[V Enable Fast Reconnect

|| Enforce Network Access Protection

[ Disconnect if server does not present aryptobindng TLV
[7] Enable 1dentity Privacy

[ ] Do not prompt user to authorize New Servers or trusted
certification authorites.

Select Authentication Method:

| searred password (EAP-MSCHAP v2) > [ configre... |
[¥] Enable East Reconnect

|| Enforce Network Access Protection

7] Desconnect if server does not present aryptobinding TLV

[ Enable [dentity Privacy |




14. Click on ‘Configure’

A tfic 2t ]
[7] AC Raiz Certchmara S.A.
[7] AC Raiz Certichmara S.A.
7] AC RAIZ DNIE

7] AC RAIZ FINMT-RCM SERVIDORES SEGUROS -
« [ Jm, ] »

— | Do not prompt user to authorize New servers or trusted
certification authorites.

‘Sedect Authentcation Method:

[Secured password (EAP-MSCHAP v2) -
[¥] Enable East Reconnect

[~ Enforce Network Access P

[ Desconnect if server does not present aryptobinding TLY

[ox J[ canca |

15. Uncheck Automatically use my windows logon name and
password (and domain if any) and press OK

7] AC RAIZ FNMT-RCM
[7] AC RAIZ FNMT-RCM
[ AC RAIZ FNMT-RCM SERVIDORES SEGLROS -

bt _m = )

Do not grompt user to authorize new servers or rusted
certfication authorities.

Select Authentication Method:

[Seured password (EAPMS0WP v2) v] [ gentigre... |
[¥] Enable East Reconnect

[ Dsconnect if server does not present aryplobinding TLV

[ e ]IWI'




| ] Do not prompt user to authorize new servers o trusted
certification authorites.

Select Authentcation Method:

| Secured password (EAPMSCHAP v2) v [ gonfigre... |

[V Enable East Reconnect

[ Enforce Network Access Protection

|| Disconnect if server does not present aryptobinding TLV
[7) Enable [densty Privacy

[ ok ][ coce |

i

Choose a network authentication method:
(Maosoft: Protected EAP PEAP) v || setngs |
[V] Remember my credentials for this connection each

tme I'm logged on

I




16. Press “Ok” on all windows and “Close” the Manually connect to a wireless
network

k__) 1! Manually connect to a wireless network

Successfully added eduroam

Open the connection properties so that I can change the settings.

d , < Change connection settings

17. Disconnect all Networks

18. hen Click on “eduroam” in available networks

Not connected

:dﬂ Connections are available

Wireless Network Connection

UVAS

edurcam

Redmi Note 8

Other Network



19. Here select “Connect automatically” and click on “Connect” button

Not connected € =
:[[lﬂ Connections are available

Wireless Network Connection ~
edurcam ﬂ“’! |
Connect automatically -
DIRECT-93-HP M402 LaserJet 1!1']'!
AndroidAP =
TECNO CAMON 17 "
Sparkling ..qﬂ‘! 4
Other Network N -

Open Network and Sharing Center
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20. Enter your Institute ID and Password sent to your University Mail account
and click “OK”

21. NOTE: Your user ID must be appended with @uvas.edu.pk (e.g.
test@uvas.edu.pk)

" Windows Security A —— X N

Network Authentication
Please enter user credentials

. |I_ v {User name I
u Password I

Network Authentication
Please enter user <redentials

| | ﬁl&-pﬁmﬁmus.tdu.pt |
E‘ = )




22. Finally your “eduroam” WiFi will be connected.

-
Currently connected to: 2
eduroam
Internet access
Wireless Metwork Connection -~
eduroam Connected -1!!!!
UVAS M
POCO X3 Pro il
DIRECT-93-HP M402 Laserfet !!'ﬂ]
Galaxy AL0s8267 "
Other Netwerk o 1

Open Metwork and Sharing Center




